Security aspects of payment with credit and
debit cards

The secrecy of your data is protected and ensured by the use of SSL en-
cryption. Pages that serve for payment via Internet are secured by the use
of Secure Socket Layer (SSL) protocol with 128 bit data encryption.

SSL encryption is the process of encoding information to prevent unautho-
rised access during its transfer. This results in the safe transfer of informa-
tion while preventing unauthorised access to information during communi-
cation between the user's computer and the payment service provider, as
well as vice versa.

The payment service provider and financial institutions exchange informa-
tion through the use of a virtual private network (VPN), which is protected
against unauthorised access. The payment service provider used is certi-
fied according to the PC DSS Level 1 security standard governed by Visa
and MasterCard rules.

Credit card numbers are not stored by the merchant nor accessible to
unauthorised persons. The payments service provided is based on the 3-D
Secure standard which currently offers the safest online payment solution
with credit and debit card across the internet.

If the user’s card participates in the 3-D secure program, the user will be
prompted to offer additional identification as proof that he/she is the one
using the card in question.
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